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Abstract. This issue is a collection of contributions on recent devel-
opments and achievements of cryptography and communications using
chaos. The various contributions report important and promising re-
sults such as synchronization of networks and data transmissions; image
cipher; optical and TDMA communications, quantum keys etc. Vari-
ous experiments and applications such as FPGA, smartphone cipher,
semiconductor lasers etc, are also included.

During the last two decades, chaos theory in the field of secure communication has
attracted a lot of attention in various branches of Science and Engineering. To begin
with, it appears as an application of chaos theory, apart from conventional cryptog-
raphy [1]. Later, an application of chaos synchronization, motivated by the seminal
work of Pecora and Caroll [2], opened a whole new dimension in cryptography [3–7].
Chaotic regimes can be observed in nature, in weather and climate, biology and

ecological processes [8], economy and societies etc. The most important characteristic
of chaos is to produce various complex patterns. The corresponding mathematical
models can generate a large number of data, which are applicable as secret keys in
the field of cryptography. Chaos theory has also the inherent property to connect
it directly with cryptographic fundamental characteristics of “confusion” and “dif-
fusion”, which was reported in the earlier work by Shanon [9]. Additionally, chaotic
systems have a deterministic yet unpredictable dynamics, which can be used as an
effective tool in terms of a better cryptosystem.
In the beginning of secure communication using chaos theory, the approach was to

use the pseudo random properties of the trajectories. Mainly basic models of discrete
chaotic maps were used for crypto schemes. Chaos synchronization [10] has changed
the approach of communication, it works as a whole cryptosystem. The driving sys-
tem can be the transmitter and the response is the receiver. The simple idea was to
mask a message with a chaotic signal and at the receiver end to decrypt it with the
same synchronized signal [11].
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Synchronization of coupled chaotic systems has become an integral part of cryp-
tography. It allows effectively fast modes of communication as it works in the physical
layer of the transmission system. Chaos based cryptography fully exploits the char-
acteristics of chaotic dynamics, vs. determinism, ergodicity, sensitive dependence on
initial conditions, randomness and mixing and at the same time, a strong dependence
on any minimal variation of any parameter of the system. The need for secure data
communication is even more necessary, given the ongoing rapidly increasing growth
in telecommunications and internet.
The ways of modern communications are through internet, satellite, wireless, op-

tical fibre, semiconductor devices etc. It is the utmost important to concerned about
security issues over a communication network and confidentiality of data. As a result,
a cryptographic protocol is required for every communication. The encryption method
with chaos, was proposed by Baptista [12], which seems to be a much better
encryption process than the previous ones. The phenomenon of chaotic synchroniza-
tion generates a continuous feedback from sender to receiver. Various communica-
tion schemes based on synchronization, such as masking, shift keys, modulation etc.
have been proposed [13]. Some interesting recent results such as adaptive synchro-
nization with unknown parameters, modulating transmitted signals into the system
parameters etc. have been also reported [14]. Those results are effective for secure
communication.
Of late, synchronization of semiconductor lasers and its application in optical

chaos based communication involving fiber lasers [15,16] and semiconductor lasers
have been a potential area of research. These systems when subjected to optical feed-
back serve as an efficient alternate option for forming nonlinear transmitter and emit-
ter systems which can be utilized in achieving high speed communication. A Chaotic
regime is demonstrated in laser system subjected to chaotic oscillations by either in-
jection from another source [17] or by reflection from an external mirror [18]. The
complexity of decoding a message increases with the increase in the dimensionality of
the system and with higher degrees of freedom of the chaotic carrier. This category
of chaotic laser systems [19–21] upon synchronization has a potential for achieving
enhanced security when they play the role of emitter and receiver systems which is
realized by a high injection strength [22]. The inherent property of delay induced [23]
nonlinear dynamics (due to the external cavities) will generate a chaotic carrier with
considerable high dimensionality due to their highly chaotically fluctuating signals.
This creates an additional layer of security to messages transmitted over fiber-optic
networks together with achieving very high transmission rates. The corresponding
models have multiple orbits, orbiting with high dimensionality, fast irregular pulsa-
tions, wave-length hopping, vast bandwidth ranging from a few giga-hertz to tens
of giga-hertz, large correlation dimension of chaotic carrier [24–26], complexity and
unpredictability of the chaotic carriers. The dynamics are resistant to linear filtering
and frequency-domain analysis.
An experiment was conducted by Argyris et al. [27] which demonstrated the ef-

ficacy and potential of high speed optical communication when compared to other
conventional modes of data transmission. As per as communication is concerned,
a bi-directional transfer of information creates a flexibility in attaining the role of
transmitter and receiver during communication. The simultaneous transmission of
information with bi-directional coupling has motivated to investigate synchronization
phenomena of a mutually coupled chaotic semiconductor laser system. The most use-
ful theoretical model of a SL laser is the Lang-Kobayashi (L-K) delay-differential rate
equations (DDE) [28]. The system operates in a single longitudinal mode thereby
acting as a transceiver. The synchronization based continuous time cryptosystem
produces a symmetric cryptography using optical feedback. Further more, the
receiver also operates with the identical feedback mechanism through an external
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Fig. 1. The schematic ring diagram of three semiconductor lasers.

mirror. Therefore, this arrangement forms a closed-loop system which has been proved
to render strong security even when the closed loop system has a longer synchroniza-
tion time and is less robust against frequency detuning and it is more popular than
often used open loop schemes.
Recent research on synchronized SLs has examined to design optical communi-

cation networks [29]. To reveal dynamical properties of optical networks, it is very
important to understand the features of basic topology, such as rings or star. Figure 1
shows a schematic diagram of three synchronized SLs with bi-directional coupling.
The synchronization is robust in both star and ring topology with n-number of dis-
tinct nodes. Moreover, the output power also increases with an increasing number
nodes inside the network.
This special issue on “Chaos, Cryptography and Communications”, consists of 22

original regular research articles. Each contribution refers to recent developments of
cryptography and communication theory using chaos. Several theoretical and exper-
imental results are presented here. The articles can be grouped into three categories,
namely 1. “Synchronization of systems and networks for communication” [30–41];
2. “Chaos based image encryption, stream cipher and authentication” [42–48] and
3. “Other applications for communication” [49–51]. In [30] the authors presented
a numerical analysis on isochronal synchronization between chaotic oscillators and
applied it in TDMA to network communication. The security,limitations and poten-
tials of the proposed scheme are also well investigated.
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In [31], the synchronization between two time delayed systems was established
with numerical simulations and FPGA experiments. The results are very useful for
communication and cryptographic encoding.
In [32], a communication scheme is introduced with synchronization between LPV

discrete systems. These results are well established with analytical and numerical
support.
Articles by [33] and [41] are on synchronization between fractional order systems.

The results are novel and well applicable for cryptographic encoding.
In [34], a new synchronization scheme for networks is established via numerical

and analytical support. In [35,36,40] synchronization between ODE’s and various
control techniques are studied.
In [39], phase synchronization is established between a pair of nonlinear data sets.

A link for communication is also reported.
In [42–45,47,48] various cryptographic scheme is reported for streamcipher and

image encryption. The image processing and crypto-analysis of few existing schemes
are also investigated. A biometric authentication based on a fractal analysis is given
in [46].
Other applications with Laser, noise and quantum keys are presented in [49–

51] respectively. The results are well established with simulations and analytical
justifications.
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reviewing the manuscripts. We hope this issue will be helpful for the scientists and researchers
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